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Introduction 

Mobile Technology is an integral part of modern life and as such should be a part of School life. 

Bring Your Own Device (BYOD) offers a valuable resource and has numerous educational 

opportunities. As with all technology it can present risks if used inappropriately. Embracing the 

use of mobile technology can cause some concern but used within the safety of an agreed usage 

policy and some simple boundaries these risks can be reduced and benefits achieved. The word 

device is used to describe any mobile phone, tablet, laptop, or any device capable of 

communicating with either the Internet or recording information. 

The use of personal BYOD devices is at the discretion of the School and should not be seen as an 

automatic right. The aim of the Mobile Phone Policy is to allow users to benefit from modern 

communication technologies, whilst promoting safe and appropriate practice through 

establishing clear and robust acceptable mobile user guidelines. This is achieved through 

balancing protection against potential misuse with the recognition that mobile phones are 

effective communication tools. 

This policy outlines the acceptable use of mobile technology at RISS in the context of safeguarding. 

We recognize the vulnerability of our students and the potential for exploitation and abuse 

through the inappropriate use of mobile phones. We take steps to ensure that our safeguarding 

procedures are all - encompassing and robust. It is recognized that it is the enhanced functions of 

many mobile phones that cause the most concern, offering distractions and disruption to the 

working day, and which are most susceptible to misuse – including the taking and distribution of 

indecent images, exploitation and bullying. However, as it is difficult to detect specific usage, 

this policy refers to ALL mobile communication devices. 

At RISS we recognize that mobile phones play an important part in our lives and when used as they 

are intended, can bring substantial benefits. We also acknowledge that there is a risk that they 

can be used for the taking, storing and using of images inappropriately in a way that denies student’s 

right to dignity, privacy and respect. 

An agreement of trust is therefore promoted regarding the carrying and use of mobile phones 

within the setting, which is agreed to by all users. 

 

 

 

 



 

 

 

Personal Mobiles – Students 

We recognize that mobile phones are part of everyday life for many children and that they 

can play an important role in helping students to feel safe and secure. However, we also 

recognize that they can prove a distraction in school and can provide a means of bullying or 

intimidating others. Therefore: 

 Students are not permitted to have mobile phones at school or on trips without prior 

permission from supervisors. 

 If in the rare event of a parent wishing for his/her child to bring a mobile phone to 

school to contact the parent after school: the parent must discussthe issue first with 

the supervisor. The phone must be handed in, switched off, to the office first thing 

in the morning and collected from them by the child at home time. 

 Mobile phones brought to school without permission will be confiscated. 

 Where mobile phones are used in or out of school to bully or intimidate others, then 

the Social worker does have the power to intervene ‘to such an extent as it is 

reasonable to regulate the behavior of students when they are off the school site. 

 During school hours the following uses for a mobile phone are unacceptable: SMS, 

Calls, Internet, Social media, photos, photo sharing, bullying, file sharing. 

 Students are reminded that mobile phone bullying, intimidation or any content of a 

violent or sexual nature may be a criminal offence and is often traceable by the police. 

 Students are not allowed to take any photos while in school. 

 Students those who have permission to bring the mobile phones must keep it on silent 

and in their bag, or leave mobile phones at the front of the classroom where 

necessary. 

 When directed to use mobile phones for learning purposes, students must adhere 

to rules in acceptable user agreement to prevent distractions and impact to learning. 

Breach of Policy: 

If a student uses a phone during class in a manner that does not follow these 

guidelines, the phone will be confiscated. 

Refer RISS Behavior management policy to know in detail about the levels of infraction 

and actions taken. 



 

 

 

Device confiscation 

 First Offense: The device will be kept for 1 week with the supervisor. 

 Second Offense The device will be kept for 1 month with the supervisor. 

 Third Offense: The device will be kept till the end of the year with the supervisor. 

 The device will be returned back to the students or to the parents after the period 

mentioned above. 

Personal Mobiles – Visitors (including parents, professionals, others): 

 Visitors may bring mobile phones on to the school site but are asked to make it silent 

and place them out-of-sight until they leave the school gates/reception. This is done 

as part of our school safeguarding priorities. 

 Visitors can use the phone prior permission from the supervisor in charge. 

 Visitors will not take photos of children on the school premises for safeguarding reasons. 

 Images of children will not be posted online on social media without explicit consent. 

 Parents must understand that contacting children during school hours can be a 

distraction and if possible, to wait until break and lunch do so, unless during an 

emergency. 

 Parents and carers may take photographs, videos or audio recordings of their children 

at school events for their own personal use. 

 Other visitors and staff may use their own mobile devices to take photographs, video, 

or audio recordings in school provided they have checked that parental permission to 

take photographs, films or recordings of the relevant individuals has been received by 

the School. This includespeople who might be identifiable in the background. 

 Parents are requested not to use their mobile phones while in school. Phones should 

be on silent and out of sight. 

 We do however allow parents to photograph or video their kids at school events such 

as shows or sports days using their mobile phones – but insistthat parents do not publish 

images (e.g. on social networking sites) that include any children other than their own. 

 

 



 

 

 

 All visitors are expected to follow our mobile phone policy as it relates to staff 

whilst on the premises. On arrival, such visitors will be informed of our expectations 

around the use of mobile phones. 

BRING YOUR OWN DEVICE (BYOD) POLICY 

• The School takes no responsibility for the security, storage, safety, insurance or ownership 

of any device used within the School premisesthatis not the property of the School. All 

devices brought into school under the BYOD policy must be used securely and adhere to the 

schools acceptable use policy. 

• The safe keeping and usage of all BYOD devices remains the responsibility of the owner and 

if the owner is worried about the safety or security of the device it should not be brought 

into school. Should a device be stolen or damaged whilst on School premises, it must be 

reported to reception immediately, in order that the incident can be logged and 

investigated if need be. 

• All BYOD devices shall only communicate via the school wireless BYOD network using their 

own personal credentials to connect. All internet access via the network is logged and will 

be filtered as detailed in the Internet Filtering Policy. 

• BYOD devices will not be given access to the internal school network and systems. They 

must not be connected to the wired network and any attempt to do so will be considered a 

breach of network security. 

• The use of cellular data (e.g. GPRS, EDGE, 3G, 4G, etc.) to access the Internet in School by 

students is strictly prohibited. All access must be by the School wireless network which is 

appropriately filtered. It is a condition of BYOD use under this policy that students are 

responsible for disabling cellular data on their device when on the School site. 

• The use of cameras and recording equipment, including those which may be built in to 

devices, to make images or sound recordings of individuals, is prohibited unless for 

educational purposes with prior permission.  

• Any data recorded must be stored in accordance with data protection legislation. The use 

of a device to threaten the sense of security or well-being of others will not be tolerated 

on or off campus.  

 

 



 

 

 

• To respect everyone's privacy and in some cases protection, photographs, video, or audio 

recordings should not be published on blogs, social networking sites or in any other way 

without the permission of the people identifiable in them. 

•  Parents or carers should avoid commenting on activities involving pupils other than their 

own children in photographs, video, or audio, and other visitors and staff should not 

comment in a manner that may cause offence or upset. 

•  No one must use mobile devices to record people at times when they do not expect to be 

recorded, and devices must not be used that would enable a third party acting remotely 

to take photographs, video, or audio recordings in school. 

• We encourage users to protect their own devices e.g. with the use of password, PIN or 

secure method as appropriate. Users are responsible for the use of their own device(s) 

while on the School site.  

• Any apps, updates or software that may be downloaded onto any device whilst using the 

School’s wireless network is undertaken at the owner’s risk, with the School having no 

liability for any consequent loss of data or damage to the individual’s device. 

• Any costs/fees incurred while using devices are not chargeable against the School 

and are the sole responsibility of the owner. When on the School site and switched on, 

all BYOD must be set to silent unless permission is given for educational purposes. 

•  Only USB charging cables may be used in School at designated charging points. 

Monitoring of BYOD usage will be undertaken, and any misuse will result in an immediate 

ban of that device from the BYOD network. Any misuse will also be reviewed in line with 

the school’s acceptable use policy. 

THE USE OF BYOD 

Devices will need to be registered with our ICT Staff and the RISS Policy agreement needs to 

be read and signed by the student and the parent before any technology can be configured 

and/or used within the school. 

All students and parents will be required to sign the RISS School Digital Devices 

Acceptable Uses Agreement Summary prior to activation of the students’ access privilege. 

• BYOD at RISS School is currently limited strictly to laptops and tablets and is not 

extended to mobile phones. Due to licensing agreements students can only register 1 

device. 



 

 

 

• RISS School recommends student purchase an IPad model 6 or newer with at least 120GB 

of memory. This will allow for the student to be connected to the school sever and have 

enough memory for 3-4 years of educational use. 

• IPads or tablets should not include any Sim Card 

• Parental guidance and recommendations regarding the suitability of devices can be 

provided on request from the ICT Department or School Administration. 

Cyber-Bullying: 

This involves the use of information and communication technologies to support deliberate, 

repeated, and hostile behavior by an individual or group that is intended to harm others. 

Students will be held accountable for cyber-bullying at the RISS School and any such 

interactivity that may impact negatively on the learning environment. 

By cyber-bullying, we mean bullying by electronic media: 

• Bullying by texts or messages or calls on mobile phones 

• The use of mobile phone cameras to cause distress, fear or humiliation 

• Posting threatening, abusive, defamatory or humiliating material on websites, to 

include blogs, personal websites, social networking sites 

• Using e-mail to message others 

• Hijacking/cloning e-mail and other social media accounts 

• Making threatening, abusive, defamatory or humiliating remarks in chat rooms, to include 

Facebook, SnapChat, Twitter, Instagram, and Youtube. 

Guidelines for Use 

• The use of personal devices falls under RISS’s Acceptable Use Policy. 

• Use of personal devices during the school day is at the discretion of teachers and staff. 

Students must take prior permission to use their device at school. 

• The primary purpose of the use of personal devices at school is educational. Using the 

device for personal reasons, e.g. contacting parents, should only take place after 

permission has been given from the supervisor. 

 



 

 

 

• The use of a personal device is not to be a distraction in any way to teachers or students. 

Personal devices must not disrupt class in any way. 

• Students shall not use personal devices outside of their classroom unless otherwise 

directed by their teacher, e.g., on school visits or activities. 

• Students shall make no attempts to circumvent the school’s network security and/or 

filtering policies. This includes setting up proxies and downloading programs to bypass 

security. 

• Students shall not distribute pictures or video of other students or staff without their 

permission (distribution can be as small as emailing/texting to one other person or as 

large as posting image or video online). 

• Only the internet gateway provided by the school may be accessed while in school. 

• A student is expected to use his or her device in an ethical manner at all times and 

adhere to the school’s acceptable use policy as outlined in this undertaking. 

• Students are prohibited from accessing or storing offensive images, video or audio on 

Laptops or other digital storage devices. 

• Students are responsible for their devices at all times. 

• The school is not responsible for any lost, stolen or damaged devices. 

• Students are responsible for making sure their devices are charged each night for use 

during the school day. 

• Students are responsible for printing their work at home; they will not be able to print 

from their personal devices at school. 

• The usage of devices will be recommended by the respective teachers for their 

classrooms. 

• Devices may not be used at any time to store or transmit illicit materials, harass others, 

download or view/listen/play music, games, movies and any material which is not related 

to academics. 

 

 



 

 

 

Guidance for Parents 

• Avoid your child accessing computers in their bedroom or rooms that they can “close” off 

to other members of the family. Encourage use of a central area. 

• Set rules for sharing information online and privacy settings of profiles (many universities do 

online social media checks, so it is important to start right). 

• Decide on consequences for misuse of technology and do not hesitate to implement them. 

• Know what social media sites your child is using. 

• Also, how your child is using it, what pictures, status updates is your child posting etc. 

• Know what games and software your child uses. 

• Regularly check their devices for access to inappropriate content. 

• Install firewalls to block objectionable sites 

• Use Parental control apps to monitor the child device. 

Respectable/Appropriate Use 

All users are expected to use technology in a respectful, safe and responsible manner as 

outlined in the Acceptable Use Policy (AUP) and agreements. Users must abide by all RISS 

school policies when using their own devices. 

Violations 

will result in a denial of access and possible further disciplinary action. Notification to 

parents, Suspension of network, technology, or computer privileges, Detention or suspension 

from school and school-related activities, Legal action and/or prosecution. 

• Not following Acceptable Use Policy and agreements. 

• Not respecting the values and ethics of the local host culture. 

• Giving access to your password to any other user. 

• Any attempts to transmit software designed to compromise the operation or security of 

the school network in any manner 

• Install and use of virtual Private networks within the school network and outside. 

 



 

 

• Use school technologies to pursue information on illegal activities. 

• Any attempts to circumvent the licensing control or the copying of software from the 

network 

• Students should not download or attempt to download any software on to school 

equipment 

• Use or attempt to use another student’s assigned hardware, subscriptions, files, or 

personal information 

• Tampering or experimenting with the school network or equipment, including efforts to 

bypass the school’s Internet filters or proxies 

• Use school technologies in a way that could be personally or physically harmful 

• Attempt to hack or access sites, servers, or content that isn’t intended for my use 

• Use school technologies to send spam or chain mail 

• Plagiarise content I find online and attempt to find inappropriate images/content 

• Post personally-identifying information, about myself or others 

• Use language online that would be unacceptable in the classroom and/or at home 

• Using the device in a way that disrupts the learning of others will not be tolerated. 

• The use of private 3G and/or 4G (LTE) wireless connections is not permitted. 

• The use of a device to threaten the sense of security or well-being of others will not be 

tolerated on or off campus. 

• To respect everyone's privacy and in some cases protection, photographs, video, or 

audio recordings should not be published on blogs, social networking sites or in any other 

way without the permission of the people identifiable in them. Parents or carers should 

avoid commenting on activities involving students other than their own children in 

photographs, video, or audio, and other visitors and staff should not comment in a manner 

that may cause offence or upset. 

• No one must use mobile devices to record people at times when they do not expect to be 

recorded, and devices must not be used that would enable a third party acting remotelyto 

take photographs, video, or audio recordings in school 

 

 



 

 

 

Consequences for Violations 

Students not following expectations for use of personal devices will face school disciplinary 

action and lose the privilege to utilize personal devices in the school for a period of time. 

Serious misuse of Internet capable devices is regarded as a serious offence within the School’s 

Behavior. Management Policy and will be dealt with in accordance with this policy. 

Staff not following expectations for use of personal devices will face school disciplinary action. 

Serious violation of school policy will results in termination of BYOD Privileges and 

suspension/termination from school. 

School Liability Statement 

All users bring their devices to use at RISS at their own risk. Users are expected to act 

responsibly with regards to their own device, keeping it up to date and as secure as possible. It 

is their duty to be responsible for the upkeep and protection of their devices. 

RISS is in no way responsible for: 

• Personal devices that are broken while at school or during school-sponsored activities. 

• Personal devices that are lost or stolen at school or during school-sponsored activities. 

• Maintenance or upkeep of any device (keeping it charged, installing updates 

or upgrades, fixing any software or hardware issues). 

 


