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Introduction 

Al Resalah International School of Science (RISS) recognizes that access to technology in 

school gives students greater opportunities to learn, engage, communicate, and develop 

skills that will prepare them for work, life, and citizenship. We are committed to helping 

students develop 21st-century technology and communication skills. 

Aim 

The aim of the Acceptable use policy is to ensure that all Students and Staff are aware of 

the risks and hazards of internet usage and use it sensibly and safely for the purpose of 

information sharing and improved learning. All students and staff should know about the 

Acceptable use of technologies. All students and staff should be free of any fear of cyber 

bullying by anyone known or unknown, should be able to recognize cyber bullying and be 

fully equipped to be able to deal with it effectively as well as are fully competent in 

surfing internet safely. 

Legal underpinning of the Policy 

School is dedicated to complying with the UAE Federal law no.2/2006 dated 3/1/2006: 

‘The Prevention of Information Technology Crimes’ which provides clear guidelines 

regarding what is permissible and what is punishable in the usage of cyber space. School 

also assumes the responsibility of raising awareness against cybercrimes especially 

against children and training students, parents and staff to be smart digital citizens. 

The UAE Student Conduct Disciplinary Bylaw and the Federal Decree-Law no. (5) outline 

that deliberately creating, transferring and publishing photos and comments on Social 

Media (Instagram and WhatsApp) that undoubtedly shows defamation of individuals or 

staff members or School Leadership of character, dignity and integrity are breaking the 

law. 

This policy describes the acceptable use of digital technology. It is designed to minimize 

the risk to students, protect employees and the school from litigation as well as maintain 

levels of professional standings.  

The policy is designed to ensure the safe and responsible use of electronic devices by all 

users, both on the school premises and elsewhere in which the school is represented. In 

order to use the school’s digital resources, they must follow the guidelines set forth in 

this this policy. The rules written in this agreement are not all inclusive.  

 



 

 

RISS reserves the right to change this agreement as when it deems it necessary to do so. 

It is a general agreement that all facilities (hardware, software, Internet, etc.) are to be 

used in a responsible, ethical, and legal manner, in and out of school. 

By using any digital resources, whether owned personally or by the school, users 

acknowledge their understanding of the Electronic Devices / Digital Resources / BYOD 

Agreement as a condition of using such devices and the Internet. 

The school provides some electronic devices and services to promote educational 

excellence. The school has a responsibility to maintain the integrity, operation, and 

availability of its electronic systems for access and use. Whilst on site, access to the 

school network and the Internet should be considered a privilege, not a right, and can be 

suspended immediately, without notice. Access on site is available only for educational 

and administrative purposes. 

Digital resources are to be used in accordance with this Policy and all users will be 

required to comply with its regulations. The guidelines provided in this policy are 

intended to help users understand appropriate use. The school may restrict, suspend, or 

terminate any user’s access to the school’s computer systems upon violation of this 

Policy. This policy applies to all digital resources, not only the computers, devices and 

equipment provided in the school’s IT labs, but also the personal devices students bring 

to school in accordance with the school’s Bring Your Own Device initiative. 

The purpose of the ‘Electronic Devices / Digital Resources / BYOD acceptable Use’ 

Agreement is to ensure that all students use technology in school, at home and 

elsewhere, effectively, safely and responsibly, to facilitate learning on a 24/7 basis, and 

to help ensure that they develop the attributes of competent digital citizens. 

Principles of Acceptable and Safe Internet Use 

 The School places ownership on all internet data that is produced, received or 

transmitted. This data can be revealed for appropriate requirement such as legal 

matters or investigative matters 

 All electronic paraphernalia both hardware and software, expertise and services 

involved in the usage of internet belong to the School and the School has the right 

to access and monitor all data and internet interchange 

 

 



 

 

 All emails sent through the School email system might be monitored to discourage 

use of offensive mails 

 All sites and downloads may be monitored or blocked by school if the School 

considers them unsuitable or they are thought to be damaging to the School, Staff 

and Students 

 Unauthorized installation of software is not permissible at all 

 Usage of storage media which is not scanned prior to usage is strictly prohibited in 

order to limit spread of Viruses and other malicious software 

 

Acceptable uses of the School’s internet systems for Students are: 

 Using the web browsers for educational purposes of research and information 

gathering from various websites and databases 

 Using the internet for sharing documents and assignments promoting collaborative 

work 

 Keeping the allocated personal username and password confidential, not sharing 

with anyone 

 Not trying to access and change any other person’s username, password, files or 

data 

 Sharing emails only with people known to oneself and approved by parents or 

teachers 

 Using internet to do online tests or tasks approved or advised by the teachers 

 Studying syllabus content online and performing tasks pertaining to it with 

teachers’ authorization 

 Doing projects or presentations for the lessons 

 Preparing circulars, invitations, information pamphlets for community service or 

other school activities with the teachers’ approval 

 Accessing examination sites for practice papers and answer schemes 

 Responsibly accessing Social websites for educational purposes only under teachers’ 

guidance 

 



 

 

 Always using appropriate language in all digital communications through emails, 

social websites, blogs or messages 

 Taking good care of all digital devices in use 

 

Acceptable uses of the School’s internet systems for Staff are: 

 Being committed to a responsible and effective use of the internet 

 Using Internet only for School related purposes and not for personal matters 

 Participating in all activities that help enhance and improve the professional 

aspect of any employee would be acceptable including online research and training 

 Ensuring there is no unauthorized use of internet by anyone in the School 

 Using all available online teaching resources in the teaching and learning 

activities involving research and collaboration with other professionals in the 

educational field 

 Enhancing the ICT skills and competencies of students to improve their learning 

 Promoting the use of the Internet to support career counselling and investigating 

options for higher education most suited for individual students’ interest 

 Supporting students’ personal and social development through focused lessons 

with cross curricular links, cross country collaborative projects, e-learning and real 

life experiences 

 Sharing good teaching practices involving advanced ICT skills 

 

Prohibited Uses of the School’s Internet System for all users: 

 Using emails to threaten or harass other people 

 Sending or posting disturbing images on the internet 

 Using internet to commit any kind of piracy like music, film or software 

 Sharing passwords or using and distributing passwords of others 

 Violating the copyright law with respect to downloading or copying electronic files 

for personal usage 

 



 

 

 Sharing School’s confidential matters or information without authorization 

 Compromising the security of the electronic system of the School by introducing 

malicious software 

 Using the internet to promote personal business 

 Visiting unauthorized websites 

 Distributing any information which is incorrect, offensive or slanderous 

 Using threatening and inappropriate language in communications 

 Damaging the hardware or software 

 Deliberately causing harm to someone’s work or program 

 Involving in cyber bullying 

 Indulging in plagiarism 

 Accessing pornographic sites or sites that promote hatred, discrimination, racism 

 Disclosing personal information about oneself without authorization 

 Visiting social websites without authorization 

 Using someone else’s information, images of work without permission 

 

Acceptable uses of the School’s technology systems - Students 

 School devices are the sole property of the school and all users will follow this policy 

 School devices are intended for educational use only 

 Any school device can be used only after the respective teacher has permitted use 

 Music and internet games on school devices are allowed at the discretion of the 

teacher 

 Games. Apps, software, screen saver, backgrounds etc. should not be downloaded on 

school devices without permission from school ICT department 

 Do not change any device settings without permission from ICT department 

 Turn off all devices after you are done working on it 

 

 



 

 

 All devices should be used in a responsible manner 

 Do not write or label on school devices 

 Any damage to the school devices will lead to disciplinary action by school 

administration 

 

Acceptable uses of the School’s technology systems - Staff 

 School devices are intended for educational use and not for personal matters 

 Do not change any device settings without permission from ICT department 

 Do not share your username and password with anyone and ensure that you 

change it at regular intervals 

 Do not use the system if the previous user has not logged out. Either log out and 

use your credentials, or approach the ICT department for support 

 Do not save personal files or data on school systems 

 Do not download or install any program, software or hardware without permission 

 Turn off the devices once you are done working on it 

 

RESPONSIBILITIES OF STAFF AND PARENTS 

The expectations of students for using school Internet and IT systems are clearly outline 

above. To support students in this, the school also expects teachers and parents to play a 

role. 

School Staff 

 All staff (teachers, leadership and administration) are expected to support acceptable 

use within the school and to model good practice. 

 Staff are expected to support students at all times in their use of technology and to 

provide guidance and direction where needed. This will be in specified classes and 

training sessions along with any opportunities that arise in or out of class. 

 Staff are required to report any unacceptable use to the school leadership and any 

other relevant authorities where necessary. 

 

 



 

 

Parents 

 All parents are expected to support acceptable use within the school and to model 

good practice. 

 Parents are expected to support their children at all times in their use of technology 

and to provide guidance and direction where needed and where possible. If they are 

not able to guide their child in any aspect of acceptable use, they must contact the 

school for assistance. 

 Parents are required to report any unacceptable use to the school immediately so 

that further action can be taken 

 

Acceptable use for students (Guidelines) 

 Communicate only in ways that are kind and respectful 

 Communicate only with people you know and only through sanctioned platforms 

 Communicate with teachers and other members only through official school 

platforms 

 Avoid spam, chain letters, or other mass unsolicited mailings 

 Always keep your home address or telephone numbers private 

 Take action if you receive any message that is inappropriate or makes you feel 

uncomfortable. You should immediately inform an adult you trust which should be a 

parent, teacher, supervisor or social worker 

 Speak out against cyber bullying (towards you and others) and immediately contact 

the relevant staff, parents, supervisor or social worker 

 Respect yourself and all other users through good network etiquette 

 Saying no to plagiarism and give credit to anyone whose work you are using for 

school purposes 

 Helping to raising awareness across school of acceptable and smart use of internet 

 

 

 



 

 

 Using the internet for educational purposes of research and information gathering 

from various websites and databases 

 Using the school online platform for sharing documents and assignments for 

collaborative work 

 Keeping your allocated personal username and password confidential, not sharing 

with anyone 

 Accessing examination sites for practice papers and answer schemes 

 Responsibly accessing social websites for educational purposes only under teachers’ 

guidance 

 Always using appropriate language in all digital communications through emails, 

social websites, blogs or messages 

 Taking good care of all digital devices including the school network 

 

Unacceptable use for students (Guidelines) 

 Accessing, transmitting, copying, or creating material that violates the school’s 

behavior policy (such as messages/content that are pornographic, sites that promote 

hatred, discrimination, racism, or meant to harass others) 

 Accessing, transmitting, copying, or creating material that is illegal (such as 

inappropriate or obscene materials, stolen materials, or illegal copies of copyrighted 

works) 

 Using internet to commit any kind of piracy such as music, film or software 

 Using resources to further other acts that are criminal or violate the school’s 

behavior policy 

 Using emails, social media, texts or other online platforms to threaten or harass 

others 

 Distributing any information which is incorrect, offensive or slanderous 

 Using threatening and inappropriate language in communications 

 Instigating or being involved in cyber bullying 

 



 

 

 Not reporting cyber bulling when you are aware of it 

 Planning or arranging appointments with anyone you have met on the internet 

 Sending or posting disturbing images on any online platform 

 Sharing passwords or using and distributing passwords of others 

 Compromising the security of the school’s systems by introducing malicious software 

 Visiting unauthorized websites 

 Damaging or interfering with computers, computer systems, software, or networks 

 Deliberately causing harm to someone’s work or program 

 Changing another person’s username, password, files or data 

 Using someone else’s information or work without permission (plagiarism) 

 Disclosing personal information about yourself without authorization 

 Visiting social websites without authorization 

 Violating acceptable use agreements 

 

Netiquette 

 Users should not attempt to open files or follow links from unknown or untrusted 

origin. 

 Recognizing the benefits collaboration brings to education 

 Playing commercial/online games and visiting sites not related to education is not 

permitted. 

 Respect the use of copyrighted materials. Respect the rights and privacy of others. 

 Downloading of unauthorized programs is not allowed. 

 Avoid modifying or copying any protected system files, system folders, or control 

panel files on school equipment. 

 Obey the laws and restrictions of UAE, do not use personal equipment to record 

(audio/visual) of others without their/ school permission and upload them on social 

media. 

 



 

 

 Alert a teacher or other staff member if I see threatening, appropriate, or 

harmful content (images, messages, posts) online and help maintain the integrity of 

the school network. 

 You should use trusted sources when conducting research via the Internet. 

 

Personal Safety 

 Students should not share personal information, including phone number, address, 

ID number, passwords or birthday over the internet without adult permission. 

 Students should recognize that communicating over the internet brings anonymity 

and associated risks and should carefully safeguard the personal information of 

themselves and others. 

 Students should not agree to meet someone they met online in real life without 

parental permission. 

 If you see a message, comment, image, or anything else online that makes you 

concerned for your personal safety, bring it to the attention of an adult (teacher if 

you’re at school; parent if you’re using the device at home) immediately. 

 Students should always use the internet, network resources, and online sites in a 

courteous and respectful manner. 

 Students should also recognize that some valuable content online is unverified, 

incorrect, or inappropriate. 

 Students should avoid any irrelevant post online that they would not want 

parents, teachers, future colleges, employers or the UAE government to see. 

 

Acceptable/ Unacceptable Use of User Owned Devices 

Refer to Mobile Technology/BYOD Policy 

Cyber bullying/ Social Media 

Cyber bullying will not be tolerated. Harassing, dissing, flaming, denigrating, 

impersonating, outing, tricking, excluding, and cyber stalking are all examples of cyber 

bullying.  

 



 

 

Students should not send emails or post comments with the intent of scaring, hurting, or 

intimidating someone else. Engaging in these behaviors, or any online activities 

intended to harm (physically or emotionally) another person, will result in severe 

disciplinary action and loss of privileges. In some cases, cyber bullying can be a crime. 

Remember that your activities are monitored and retained. 

Students will be held accountable for Cyber-Bullying, even if it occurs off-campus during 

the school year and negatively impacts the academic environment at RISS. Students are 

reminded that in the UAE there are extreme consequences for online defamation of 

character of person or organization. 

The UAE Student Conduct Disciplinary Bylaw and the Federal Decree-Law no. (5) 

outline that deliberately creating, transferring and publishing photos and comments on 

Social Media (Instagram and WhatsApp) that undoubtedly shows defamation of 

individuals or staff members or School Leadership of character, dignity and integrity 

are breaking the law. 

Key provisions relevant to schools excerpts of Federal Decree-Law no. (5) state: 

21 
Invasion of privacy, including photographing others, or 

creating, transferring, disclosing, copying or saving 

electronic photos (just taking a photo or video of someone 

without their permission, or saving a photo they have 

posted, is enough). 

Defamation. Publishing news, photos, scenes, comments, 

statements or information, even if true and correct. 

Amending or processing a record, photo or scene for the 

purpose of defamation of or offending another person or for 

attacking or invading his privacy. 

Up to 6 months’ 

imprisonment 

+/fine of AED 

150k – 500k 

 

All members of the RISS community are expected to uphold the values of the school in 

all Social Media interactions. 

Staff, students and parents will not act in such a way that the image of RISS is brought 

into disrepute nor in a way that harms members of the school community. Therefore, it 

is expected that RISS staff, students and parents use Social Media in a respectful and 

 



 

 

 responsible manner. Social Media should not be used to insult, present offensive or 

inappropriate content or to misrepresent RISS or any member of the school community. 

Social Media includes blogs, wikis, podcasts, digital images and video, instant messaging 

and mobile devices. 

When using Social Media, students are expected to ensure that they: 

 Read and agree to the terms and conditions of various Social media sites as many of 

them have age restrictions for their use. 

 Are aware of what they are posting online and that Social Media sites and 

applications are public forums. 

 Are not permitted to join a staff member’s areas on networking sites unless pre-

approved by administrator. If students attempt to do this, the member of staff 

refuses the student access and inform the Supervisor. The student’s parents will be 

informed if this happens. 

 Will not access social networking sites during the working days without permission 

from a teacher or supervisor 

 Respect the rights and confidentiality of others. 

 Do not impersonate or falsely represent another member of the school community. 

 Do not bully, intimidate abuse, harass or threaten other members of the school 

community. 

 Do not make defamatory comments toward other members of the school community. 

 Do not use offensive or threatening language or resort to personal abuse toward 

each other or members of the school community. 

 Do not harm the reputation of RISS or those within its community 

 Do not upload video, audio or photographs of any member of the RISS community 

(student, parents or staff). 

 To help ensure student safety and citizenship in online activities, all students 

will be educated about appropriate behavior, including interacting with other 

individuals on social networking websites, gaming, instant messaging, video 

messaging, chat rooms, and cyber-bullying awareness, plagiarism and response. 

 



 

 

Initiatives on cyber security 

 The UAE Computer Emergency Response Team (uaeCERT) jointly with Agdar, 

launched the initiative Salim, an online cyber security advisor, with the slogan 

‘Towards a safe cyber culture’. 

 The goal of this initiative is to spread knowledge about cyber safety to the entire 

community and have a generation that has integrated knowledge about information 

security and is mindful when conducting activities online. 

Salim- an online cyber security advisor 

UAE Ambassadors for electronic security 

This initiative from TRA aims to aims to train top UAE students to serve as ambassadors in 

promoting and spreading cyber security awareness across the UAE. 

In 2016, the Dubai Police’s Al Ameen service in cooperation with the UAE’s 

Telecommunications Regulatory Authority (TRA) organized a cyber-blackmail awareness 

campaign. The campaign aims to protect victims from cyber blackmailing by chasing all 

criminals in all parts of the world, in addition to issuing requests to Interpol to hunt these 

criminals wherever they are. 

Cyber C3 

Cyber C3 is an initiative that aims to develop ‘digital citizens’ who are able to benefit from 

online participation while taking responsibility for self-protection and the potential 

consequences of their online behavior. Cyber- citizenship goes beyond safety and risk. It 

calls for positive engagement in the online environment. 

Cyber Citizenship 

Cyber C3 is designed to produce digitally literate and responsible UAE citizens by certifying 

knowledge and understanding in the following areas: 

 Cyber access 

 Cyber literate 

 Cyber rule 

 Cyber safety 

 Cyber interaction and collaboration 

https://uaecyber.com/en/about/what-is-cyber-c3/
https://uaecyber.com/en/about/cyber-c3-objectives/


 

 

 Cyber enterprise 

 Cyber care 

 Cyber accountability 

New employees and students: 

All users remain informed of our expectations and appropriate usage of resources 

through Induction program. 

The E-safety team will: 1) ensure all new students and staff receive access to age-

appropriate ICT resources and tools during the enrollment and hiring process, as well as 

on-going training in their safe, responsible, and effective use; 

2) Provide orientation for students and staff on ICT resources and the school AUP. 

In order to initiate and maintain access to ICT resources, all students and staff must 

submit a signed Acceptable Use Agreement (detailed below), non-adherence of which 

may result in loss of non-course related access and/or appropriate disciplinary and/or 

legal action. Violations of the AUP are deemed as violations of school behavioral 

expectations and policies. 

Students are expected to use all computer equipment, both hardware and software and 

network access to pursue intellectual activities, to seek resources, to access libraries and 

for other types of learning activities. They will learn new things and can share their 

newfound knowledge with classmates, teachers, parents and global learning partners. 

For the safety of all involved, caution must be exercised. Because RISS network is used 

as part of a school activity, the policy on student behavior applies to network activity. 

Therefore, the Acceptable Use Policy is an extension of the school behavior Management 

Policy. These rules apply to vandalism of computer equipment, unauthorized access to 

information, computer piracy, hacking, tampering with hardware and software, bullying 

and harassment. 

 

 

 

 

 



 

 

Student Behavior: 

➢ Filtering should be used in conjunction with: 

 Educating students concerning the dangers of inappropriate material on the Internet. 

➢ Using recognized Internet gateways as a searching tool and/or homepage for students, 

in order to: 

 Facilitate access to appropriate material 

 Using the school’s “Acceptable Use” agreement 

 Using behavior management practices for which Internet access privileges can be 

earned or lost. 

 Appropriate supervision, both in person and/or electronically. 

 

Prohibited use for all users 

 Accessing other person’s system, account or email 

 Visiting unauthorized websites 

 Passing any information that is offensive or incorrect 

 Violating copyright law 

 Sharing passwords or convincing others to share their password 

 Deliberately causing harm to other person’s work or data 

 Intentionally breaching the school’s security 

 Sharing school’s confidential data 4.9 Ignoring e-safety rules 

 Using inappropriate language online 

 Getting involved in cyber bullying 

 Indulging in plagiarism 

 

 

 

 



 

 

Roles and responsibilities for student Internet Safety  

➢ Students will: 

 ensure they do not divulge any information about themselves or other persons 

on social media or through any other form of electronic communications over 

the Internet 

 not disclose their home address or telephone numbers 

 never upload any images of themselves or others without permission of parents 

or staff 

 not plan or arrange appointments with anyone they have met on the Internet 

 take proper measures if they receive any message that is inappropriate or 

makes them feel uncomfortable. They should immediately inform an adult they 

trust 

 ensure they are not exposed to information or images that might harm 

them or cause them discomfort 

 speak out against cyber bullying and immediately get in touch with the relevant 

Staff or parents 

 avoid trying to access websites that have adult content and are restricted 

 not damage computers, computer systems, software, or computer networks 

 respect themselves and all other users through good network etiquette 

 say no to plagiarism and give due credit to anyone whose work they are 

using for educational purposes 

 help in raising awareness across School of acceptable and smart use of internet 

➢ Staff will: 

 educate students about appropriate and safe Internet usage, including 

interaction and communication with other people on social networking websites 

and in chat rooms 

 encourage awareness about cyber bullying and give clear guidelines as to the 

steps that are to be taken and people that can be approached 

 



 

 

 monitor and ensure that there is no misuse of Internet 

 raise awareness about the advantages and disadvantages of using Social media 

like Face book, Twitter, YouTube, Google+, and Flickr. 

 use the online web-based interactive communication technologies to enhance 

students’ education and learning and to facilitate collaborative study habits in 

students 

 improve peer collaboration and sharing of Internet resources through 

sustained usage of online web-based interactive communication 

 empower students with 21st century learning tools to enable them to become 

independent learners 

 share outstanding teaching practices through electronic communication 

 develop cross country collaboration in students encouraging knowledge and 

skill-based projects 

 incorporate ICT in all areas of the curriculum to encourage the holistic 

approach of the students 

 develop presentation skills using ICT for project work and competitions 

➢ Parents will: 

 monitor and enforce their own family values to their children making them 

aware of the importance of using Internet safely 

 involve their children in regular discussions regarding the different challenges 

that are presented through the Internet 

 ensure that the children are aware of the acceptable Internet discipline and 

the consequences if the rules are broken 

 maintain clarity and consistency on what is permissible and what activities are 

unacceptable 

 assume complete responsibility for monitoring their children’s use of Internet 

at home and outside School 

 have complete awareness of cyber bullying and ensure that the children are not 

being subjected to it in any form through monitoring and discussions 

 



 

 

 inform and work with the School if any misuse is reported or found 

 seek help and support from the School in case of any incident that involves 

cyber bullying 

 be well informed about the work or projects given to the children to rule out 

any misuse. In case of any concerns, they should check with the school 

immediately. 

Promotion of the Policy 

The policy will be promoted through circulars and workshops for parents and students 

throughout the School. The message will be reinforced periodically by all teachers. 

Parents will be reminded through posters and informative circulars. Competitions 

revolving around raising awareness on this and related topics would definitely benefit. In 

Staff the policy would be promoted through workshops and focus group discussions. All 

users must sign Acceptable use agreements. It is clear to the staff that Acceptable use 

forms part of their employment contract. 

Violations of this Policy 

Violations of this policy may have disciplinary repercussions, including: 

 The School reserves the right to terminate any user’s access to School’s Internet 

Systems - including access to School e-mail - at any time. 

 If a student violates this policy, appropriate disciplinary action will be taken 

consistent with the Discipline policy of the School and UAE by law for Student 

Code of Conduct. 

 If a student’s access to the Department’s Internet System is revoked, the student 

may not be penalized academically, and the Department will ensure that the 

student continues to have a meaningful opportunity to participate in the 

educational program. 

 Staff violations of this policy will be handled by suitable disciplinary measures. 

 All users must promptly disclose to their teacher, parent, or line manager about 

any information they receive that is improper or makes them feel uneasy.  

 Removal of Internet and IT Systems privileges for a period of time 

 



 

 

 Temporary/Permanent removal of the students from school 

 Temporary/Permanent removal of staff from school 

 Suspension/Termination from school after investigation process 

 Referral to the relevant authorities 

Reporting 

All members of the school community are required to report any Unacceptable Use of 

technology within the school or on the school Internet or IT Systems. Any student or staff 

should report any Unacceptable Use or Cyber Bullying to the supervisor or to the social 

worker 

Communication of this Policy 

 Included in induction materials at the beginning of the year and for new Students 

and Staff 

 Promoted and supported through the school’s Online Safety Curriculum 

 Promoted in all classes by all teachers 

 Agreement signed by students, staff and parents and stored in file 

 Attached to part of staff contract 

 Included in trainings for all users 

 

 

 

 

 

 

 

 

 

 

 



 

  

 

ACCEPTABLE USE AGREEMENT 

Kindergarten 

 

 

 

 

As a part of my schoolwork, my school gives me the use of computers and storage 

space on the server for my work. My behavior and language are to follow the 

same rules I follow in my class and in my school. To help myself and others, I 

agree to the following promises: 

 

✓ I will ask my class teacher first before using my computer, laptop, iPad or 

mobile. 

✓ I will only use sites, links, programs and activities that my teachers tell me to 

use. 

✓ I will take care of the school computer, iPad and other ICT equipment. 

✓ I will ask for help from the teacher if I am not sure what to do or if I think I 

have done something wrong. 

✓ I will tell an adult immediately if I receive threatening, not kind, or strange 

messages. 

✓ I will only send messages that are friendly and polite. 

✓ I will never share my name and address with people I don’t know. 

✓ I will never share my password with anyone. 

✓ I will not browse, download or share things that are bad or hurtful to me or 

others. 



 

 

✓ I will not copy anything from the internet like computer games, pictures, 

movies or text files unless I have my teacher’s permission 

✓ I agree to follow the above guidelines and the Acceptable use policy of 

school 

 

Student’s Name: School:    

 

Grade:  Date:    

 

Parents: I have read, understood, and discussed with my son or daughter this 

Acceptable Use Agreement, and I give him or her permission to use electronic 

resources, understanding that this access and use of personal devices on school 

grounds is conditional upon adherence to the agreement. Although students are 

supervised when using school resources, and their use of school resources is 

electronically monitored, I am aware of the possibility that my son or daughter may 

gain access to material that school officials, and I may consider inappropriate or not 

of educational value. 

 

Parent’s Name:    

 

Parent’s Signature: _Date:    

 

 
 
 
 
 
 
 
 
 
 
  
 



  
 
 
 

 

ACCEPTABLE USE AGREEMENT 

Elementary 

I understand that RISS provide electronic resources, including Internet access and 

storage space for students’ work, as an integral part of the curriculum. Behavior 

and language in the use of these resources should be consistent with classroom 

standards. I agree to the following responsibilities and restrictions: 

 

1. I will use the computers only to do schoolwork, as explained to me by my teacher 

and not for any other reason. I will not use a school computer for personal or illegal 

purposes. 

2. I will use the Internet only in ways the teacher has approved. 

3. I will not give my password to anyone else, and I will not ask for or use anyone else’s 

password. 

4. I will not put on the computer my address or telephone number, or any other 

personal information about myself or anyone else. 

5. I will not upload, link, or embed an image of myself or others to non-secured, public 

sites. 

6. I will not use games or other electronic resources that have objectionable content or 

that engage me in an inappropriate simulated activity. 

7. I will be polite and considerate when I use the computer. I will not use it to annoy, 

be mean to, frighten, tease, or poke fun at anyone. I will not use swear words or 

other rude language. 

8. I will not use the computer to bully or threaten anyone, including teachers, 

schoolmates or other children. 

9. I will not try to see, send, or upload anything that says and or shows bad or mean 

things 

 



 

 

10. I will not damage the computer or anyone else's work. 

11. I will not break copyright rules or take credit for anyone else’s work. 

12. If I have or see a problem, I will not try to fix it myself but I will tell the teacher. If 

the problem is an inappropriate image, I will turn off the monitor and then seek 

help. 

13. I will not interfere with school or school system communications. 

14. My computer use is not private; my teacher may look at my work to be sure that I am 

following these rules, and if I am not, there will be consequences which may include 

not being able to use the computer. 

15. I know that conduct that is forbidden in school is also forbidden when I use 

computers outside of school if it interferes with other students’ education, and if I 

break the rules there will be consequences in school. 

 

✓ I agree to follow the above guidelines and the Acceptable use policy of school 

 

Student’s Name: School: _Grade:    

 

Student’s Signature: Date:    

 

Parents: I have read, understood, and discussed with my son or daughter this Acceptable 

Use Agreement, and I give him or her permission to use electronic resources, 

understanding that this access and use of personal devices on school grounds is 

conditional upon adherence to the agreement. Although students are supervised when 

using school resources, and their use of school resources is electronically monitored, I am 

aware of the possibility that my son or daughter may gain access to material that school 

officials and I may consider inappropriate or not of educational value. 

 

Parent’s Name:    

 

Parent’s Signature: Date:    

 



 

 

ACCEPTABLE USE AGREEMENT 

Middle School and High School 

 

I understand that RISS provides electronic resources, including Internet access and 

storage space for students’ work, as an integral part of the curriculum. Behavior 

and language in the use of these resources should be consistent with classroom 

standards. I agree to the following responsibilities and restrictions: 

1. I will use the electronic resources, including storage space, only for educational 

purposes related to work in RISS, and not for any personal, commercial or illegal 

purposes. 

2. I will use the Internet only with the permission of the teacher or staff member in 

charge. 

3. I will not use games or other electronic resources that have objectionable content 

or that engage me in an inappropriate simulated activity. 

4. I will not give my password to any other user, nor attempt to learn or to use anyone 

else’s password, and I will not transmit my address or telephone number, or any 

personal or confidential information about myself or others. 

5. I will not upload, link, or embed an image of myself or others to non-secured, public 

sites without my teacher’s permission and a signed parental permission slip. 

6. I will not make statements or use the likeness of another person through website 

postings, email, instant messages, etc., that harass, intimidate, threaten, insult, 

libel or ridicule students, teachers, administrators or other staff members of the 

school community, make statements that are falsely attributed to others, or use 

language that is obscene. 

 



7. I will not violate copyright laws, damage or tamper with hardware or software, 

vandalize or destroy data, intrude upon, alter or destroy the files of another user, 

introduce or use computer “viruses,” attempt to gain access to restricted 

information or networks, or block, intercept or interfere with any email or 

electronic communications by teachers and administrators to parents, or others. 

8. I will not use, or create for others, any program to interfere with, change, or 

interact with programs, security settings, systems, or devices that are the property 

of the RISS and are used for school-related purposes by students, their parents and 

staff. 

9. I will not imply, directly or indirectly, either publicly or privately that any program 

or “app” I create is associated with, or a product of RISS nor will I either directly or 

indirectly associate any such program with any RISS logos or images. 

10. I understand that my use of the school system’s computers is not private, and that 

the school reserves the right to monitor use to assure compliance with these 

guidelines; violations may lead to revocation of computer access and/or other 

disciplinary measures. 

11. I understand that the prohibited conduct described above is also prohibited off 

campus when using private equipment if it has the effect of seriously interfering 

with the educational process, and that such off-campus violations may lead to 

disciplinary measures 

12. Plagiarism is serious. I will not post work or thoughts of others without permission 

and crediting their work. 

13. I will report any problems to the supervising staff member. 

 

I understand that RISS allow me to bring my own devices such as phones, tablets 

and Laptops. 

 

 

 



In order to be permitted to bring my own device, I agree to the following 

responsibilities and restrictions: 

1. I will take prior permission from school to bring my device. I will follow all school 

rules while using my own device on school grounds and I understand that the rules 

outlined above regarding my use of school computer resources apply to my use of 

my own device on school property. 

2. I will not take photos or record videos of any student, teacher or administrator 

unless I have that individual’s express permission to do so. 

3. I will not use my device during class unless expressly instructed to do so by a 

teacher and I will immediately comply with a directive to turn my device off, to put 

my device away or to turn my device over to a teacher or supervisor. 

4. I understand that my device may be confiscated at any time and that a teacher or 

supervisor may view contents of my device including but not limited to, texts, 

emails or social media postings, if it appears that I may have used my device in 

violation of school rules or this Agreement. 

5. I understand that the school is not responsible for theft, damage or loss of my 

device and I understand that I am not permitted to leave my device at school 

overnight. 

Violation of this policy 

 The school will use available monitoring and blocking software to filter inappropriate 

material on the Internet. Student violations of this policy may result in loss of access as 

well as other disciplinary or legal actions, which may include: 

 Financial payment to repair/replace lost/damaged equipment/systems/data/services. 

 Loss of privileges - email, network, system account, IPad/laptop/computer/mobile 

use, etc. 

 Suspension from school (for severe violations) 

 Expulsion from school and/or legal action and action by the authorities (for severe 

violations) 

 

 



In any specific incident, the school administration makes the final decision as to 

what is and is not a violation of the AUP and also decides when school expulsion and/or 

legal actions by the authorities are the appropriate course of action. 

 

I understand that it is my responsibility to follow the AUP online, offline, at school 

and at home. I have read & understood the AUP and agree to follow the above 

guidelines. 

 

Student’s Name: School: Grade:    

 

Student’s Signature: Date:    

 

Parents: I have read, understood, and discussed with my son or daughter this 

Acceptable Use Agreement, and I give him or her permission to use electronic 

resources, understanding that this access and use of personal devices on school 

grounds is conditional upon adherence to the agreement. Although students are 

supervised when using school resources, and their use of school resources is 

electronically monitored, I am aware of the possibility that my son or daughter may 

gain access to material that school officials, and I may consider inappropriate or not 

of educational value. 

 

Parent’s Name:    

 

Parent’s Signature: Date:  



 

 

ACCEPTABLE USE AGREEMENT 

Academic/Non-Academic Staff 

I understand that I must use school systems in a responsible way, to ensure that there is no 

risk to my safety or to the safety and security of the systems and other users. I recognize 

the value of the use of digital technology for enhancing learning and will ensure that 

students / pupils receive opportunities to gain from the use of digital technology. I will, 

where possible, educate the young people in my care in the safe use of digital technology 

and embed online safety in my work with young people. 

For my professional and personal safety: 

 I understand that the school will monitor my use of the school digital technology and 

communications systems. 

 I understand that the rules set out in this agreement also apply to use of these 

technologies (e.g., laptops, email etc.) out of school, and to the transfer of personal 

data (digital or paper based) out of school 

 I understand that the school digital technology systems are primarily intended for 

educational use and that I will not use the systems for personal or recreational use. 

 I will follow the guidelines mentioned in Acceptable Use Policy 

 I will not disclose my username or password to anyone else, nor will I try to use any 

other person’s username and password. I understand that I should not write down or 

store a password where it is possible that someone may steal it. 

 I will immediately report any illegal, inappropriate or harmful material or incident, I 

become aware of, to the appropriate person. I will be professional in my 

communications and actions when using school ICT systems 

 I will not access, copy, remove or otherwise alter any other user’s files, without their 

express permission 

 



 I will communicate with others in a professional manner, I will not use aggressive or 

inappropriate language and I appreciate that others may have different opinions. 

 I will ensure that when I take and / or publish images of other I will do so with their 

permission and in accordance with the school’s policy on the use of digital / video 

images. I will not use my personal equipment to record these images, unless I have 

permission to do so. Where these images are published it will not be possible to 

identify by name, or other personal information, those who are featured. 

 I will ensure that when I take and / or publish images of students I will do so with 

their permission and in accordance with the school’s policy on the use of digital / 

video images. I will not use my personal equipment to record these images, unless I 

have permission to do so. I will take permission from their parents’ prior publishing 

the image to any social website. 

 I will only use social networking sites in school in accordance with the school’s Social 

Media policy. 

 I will only communicate with students / pupils and parents / carers using official 

school systems. Any such communication will be professional in tone and manner. 

 I will not engage in any on-line activity that may compromise my professional 

responsibilities. The school and the local authority have the responsibility to provide 

safe and secure access to technologies and ensure the smooth running of the school. 

 When I use my mobile devices (laptops / tablets / mobile phones / USB devices etc.) 

in school, I will follow the rules set out in this agreement, in the same way as if I was 

using school equipment. I will also follow any additional rules set by the school about 

such use. I will ensure that any such devices are protected by up-to-date anti-virus 

software and are free from viruses. 

 I will not use personal email addresses to correspond on school matters. 

 I will not open any hyperlinks in emails or any attachments to emails, unless the 

source is known and trusted, or if I have any concerns about the validity of the email 

(due to the risk of the attachment containing viruses or other harmful programs) 

 

 



 I will ensure that my data is regularly backed up, in accordance with relevant school 

policies 

 I will not try to upload, download or access any materials which are illegal (child 

sexual abuse images, criminally racist material, adult pornography) or inappropriate 

or may cause harm or distress to others. I will not try to use any programs or software 

that might allow me to bypass the filtering / security systems in place to prevent 

access to such materials. 

 I will not try (unless I have permission) to make large downloads or uploads that might 

take up internet capacity and prevent other users from being able to carry out their 

work. 

 I will not install or attempt to install programs of any type on a machine, or store 

programs on a computer, nor will I try to alter computer settings, unless permission is 

gained to do so. 

 I will not disable or cause any damage to school / academy equipment, or the 

equipment belonging to others. 

 I understand that data protection policy requires that any staff or student / pupil data 

to which I have access, will be kept private and confidential, except when it is 

deemed necessary that I am required by law or by school / academy policy to disclose 

such information to an appropriate authority. 

 I will immediately report any damage or faults involving equipment or software; 

however, this may have happened. When using the internet in my professional 

capacity or for school sanctioned personal use 

 I will ensure that I have permission to use the original work of others in my own work 

 Where work is protected by copyright, I will not download or distribute. I understand 

that I am responsible for my actions in and out of the school. 

 I understand that this Acceptable Use Policy applies not only to my work and use of 

school digital technology equipment in school, but also applies to my use of school 

systems and equipment off the premises and my use of personal equipment on the 

premises or in situations related to my employment by the school 

 



I understand that if I fail to comply with this Acceptable Use Policy Agreement, I 

could be subject to disciplinary action. This could include a warning, a suspension, 

and referral to the Local Authority. 

 

I understand that it is my responsibility to follow the AUP online, offline, at school and 

at home. I have read & understood the AUP and agree to follow the above guidelines. 

Any staff member who violates this Policy on the use of school information technology 

may be subject to removal of access privileges, disciplinary action, up to and 

including dismissal and/or referred to the proper authorities for the appropriate 

course of action. 

Staff members are responsible for any loss, costs, or damage caused to the school 

technology resources. 

 

 

Staff Name Signature   

 

Section Department   

 

Date   


